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• BlackBerry still exists

• I do not use a BlackBerry phone

• Malware Reverse Engineer

• SANS Author and Instructor

• Wannabe YouTuber 

• Unicorn dad (3)

But first…
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• What: Simulate execution of instructions, functions or program

• Why: Malware includes deobfuscation logic that is too time 

consuming or complex to implement.

• How: Unicorn, SpeakEasy, Qiling, and Dumpulator

Buckle Up or Bail Out?
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Emulation Preview: XorDDoS (ELF) 
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1. Execute in Linux and view memory

2. Debug with GDB

3. Write Python script to extract and decode values

XorDDoS String Deobfuscation Options
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XorDDoS : Emulation Output
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• Limited access to all resources/APIs within an operating system

• Performance is slower (vs. executing code in a VM)

• Prior (manual) analysis required

• Best suited for targeted execution of functions and instructions

Emulation Caveats
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• Multi-platform, multi-architecture CPU emulator framework

• A “CPU emulator” only emulates instructions.

• No awareness of Operating System or File Types

• Foundation for other emulators 

– Speakeasy

– Dumpulator

– Qiling

Unicorn

https://www.unicorn-engine.org/
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Unicorn Example: Shellcode
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Emulating Shellcode with Unicorn (1) 
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Emulating Shellcode with Unicorn (2) 
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Emulating Shellcode with Unicorn (3)
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Emulating Shellcode with Unicorn (4)
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• Windows only (user and kernel mode)

• Performs Windows API emulation

• Access as 

– Python library

– standalone command line tool

Speakeasy

https://github.com/mandiant/speakeasy
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• Windows only

• Performs syscall emulation (vs. API emulation)

– Good: Less syscalls vs. APIs

– Less good: Minimal documentation, more challenging to implement

• Requires generating minidump file

– Good: Full process memory is available

– Less good:  Need to execute program and capture

• Other benefits: tracing execution

Dumpulator
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• Cross platform: Windows, MacOS, Linux, BSD, UEFI, DOS

• Cross architecture: X86, X86_64, Arm, Arm64, MIPS, 8086

• Operating System and file type (e.g., PE) aware 

• API emulation

Qiling

https://github.com/qilingframework/qiling
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Qiling Example: Emotet
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Debug to Confirm Functionality
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Assess Function Arguments
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Example Start and End Addresses

Start

End
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• Need a disassembler API to find references and traverse instructions

• Not all references are function calls

• Some strings don’t decode properly with existing code

Decoding All Strings Presents Challenges
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• In one case, the encrypted string is passed via a register

• This function is referenced multiple times

Decoding All Strings Presents Challenges (continued)
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Emulating ELF: XorDDos
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XorDDos Emulation Challenges
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XorDDos Emulation Challenges
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XorDDos Emulation Success
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Extracting Second Stage Payloads
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Debugging Bacon.exe
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• In a debugger, we set a breakpoint on VirtualProtect

• Qiling can hook APIs but may encounter APIs not implemented

• ql.os.set_api("VirtualProtect", hook_vp)

• Intercept types (3rd parameter): 
– QL_INTERCEPT.CALL: Execute handler instead of API implementation (default).

– QL_INTERCEPT.ENTER: Execute handler before API is called.

– QL_INTERCEPT.EXIT: Execute handler on exit.

Deobfuscating Bacon.exe’s Second Stage
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• Use @winsdkapi decorator for hooks

– A decorator function takes another 

function as an argument

– Include the calling convention and a 

dictionary of parameters

• Qiling memory methods:

– ql.mem.read(address, size)

– ql.mem.write(address, data)

VirtualProtect Hook Implementation
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Debugging with Verbose Logging



© 2022 BlackBerry. All Rights Reserved. 37

• sprintf() creates a 
formatted string

• CreateNamedPipeA() 
creates a pipe with that name

• ConnectNamedPipe() 
connects to the named pipe. 

• Encoded content is written to 
the pipe

• Later, that content is read and 
decoded to produce a DLL

Sprintf() Context



© 2022 BlackBerry. All Rights Reserved. 38

• Given the context of sprintf(), only the first parameter is necessary. 

• Use ql.mem.write(address, data) to write a string to the buffer. 

Sprintf() Hook
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• Interactions with a named pipe are like file interactions. 

• Use Qiling’s _CreateFile method to create a file on disk.

Additional Hooks
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Hook APIs and Execute Emulation
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• Emulation is a powerful option to automate malware analysis

• It can tackle complexity and facilitate scalability

• It works, but it isn’t

• There are growing number of frameworks to choose from

• With each emulation script you write, the next one gets easier

• Unicorns aren’t just for kids

Closing Thoughts



Thank you
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E-mail: anuj.soni@gmail.com
YouTube: https://youtube.com/@sonianuj
X: @asoni


